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[bookmark: _iej80y1mjfmv]Executive Summary
CloudSEK’s contextual AI digital risk platform XVigil has discovered two applications that impersonate Directorate of Kerala state lotteries:
· Kerala Lottery Online
· India Kerala Lottery
These applications lure people into buying lottery tickets online. Threat actors are using referral links to spread their campaign. To prove legitimacy, threat actors show logos of government entities and create fake advertisements from accounts having 2,00,000+ followers on major social media platforms.

Further, threat actors have bought these domains - 
· Upibank.com
· upibank.in
· indiacashpayment.com 
· Ybbpay.net
· sliderummy.in
which act as payment gateway and allow threat actors to accept payments from major upi apps like (Gpay, Paytm, PhonePe, etc).
We discovered 6 UPI IDs each of a different entity out of which 5 are of yes bank and 1 of cosmos bank. We also discovered a strong connection between the applications developed in this campaign and the campaign of now banned Loan apps, In both campaigns ‘h5.domainname.tld’ is used to host important content of the website which indicates that same group of threat actors or the same SDK is being used to create and launch such campaigns.

[bookmark: _wocabtxuxr0i]
[bookmark: _nuw2fvjtbnyu]Analysis and Attribution
CloudSEK’s contextual AI digital risk platform XVigil has found below mentioned applications and websites posing as online kerala lottery and duping people of their hard earned money.

[bookmark: _8whaojn8f4zt]Summary /Information on Campaign
We discovered two applications hosted on Google Play Store impersonating the Online Kerala Lottery which operates in Offline mode. 
· Kerala Lottery Online
· India Kerala Lottery

[image: ][image: ]
Applications listed on the playstore, both applications have over 1 Million  downloads

· These applications allow you to purchase tickets for online gambling.
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Home page of the application
	
· Based on reviews posted on Google Play Store after successful installation of Lottery application from Google Play Store it prompts to install a secondary self-hosted APK file. 
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· We observed that both applications "Kerala Lottery Online" and “India Kerala Lottery” display the same privacy policy but operate under different names.
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India Kerala Lottery Privacy Policy
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Kerala Lottery Online Privacy Policy

Upon analysis of these two applications we discovered following email addresses were listed as developers contact:
· OnlineKeralaLotto@gmail.com
· sanjaykhankerala@gmail.com


Additionally, we discovered a review on Google Play Store, that suggests the application owners also postpone the draw dates which is mentioned in the second comment.
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Review on google play store

· The applications ask for the following permissions,
Notable - Request to install packages (Required to install other applications on your device)
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Permissions required by the application as shown on BeVigil

Detailed report on the applications 
https://bevigil.com/report/com.india.kerala.lottery
https://bevigil.com/report/com.lotteryonline.kerala

[bookmark: _xv8f8dokg4fn]Delivery Mechanism
· Threat Actors  have used a referral program to spread their apps. Hence we were able to find multiple telegram groups, Youtube videos, Facebook and Twitter posts promoting the scam applications.







· This is the landing page of the referral link, wherein we can see threat actors mentioning 5% of the winning amount to be shared with all the users of the referral link and a free entry/ticket to the lottery.
· Logos of Directorate of Kerala State Lotteries, National Informatics Centre, Kerala State logo and India.
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Landing page of the referral link showing logos of Directorate of Kerala State Lotteries, kerala.gov.in, NIC













· We also  foundyoutube videos explaining the entire installation and usage procedure for the application. Referral link was also shared by the video uploader in the description of the video.
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A youtube video with the referral link in the description

· This video explains a different international lottery game, but has a referral link to this campaign.
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https://www.youtube.com/watch?v=ken8n8nUT60




· Page about the campaign made on facebook having 8.2k likes and 33 followers.[image: ]
https://www.facebook.com/people/Kerala-Lottery-Online/100083366756650/

· Videos explaining about the application were also posted on facebook.[image: ]
Advertisement on facebook
· Fake profiles on facebook using photos of hollywood actors are being created and used to advertise the application[image: ]
Fake profile promoting the application

· We also discovered a facebook page which mentions a chinese entity, but no other mentions of the company were found on the internet.[image: ]
A page with same name as application having chinese companies name and a now dead link to playstore

· Twitter account promoting the application, this profile has 2,00,000+ followers and has been promoting this application for over 6 months
[image: ]
Twitter post advertising the application
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This account has 212.4K Followers and has promoted the app multiple times
· Telegram channel which has a long history of discussing and providing tips on offline lottery numbers is also promoting this application.
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Telegram group advertising the application
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Threat actors also send SMS to invite users to buy tickets on the platform.
[bookmark: _2s1k89uk96bh]Technical Analysis APK and Infrastructure
[bookmark: _6bnsmd2nulnu]Domain names owned by the group
· keralaticketone.com
· lotteryadda.com
· keralaticketonline.com      
· lottomegawin.com
· kerala-ticket.com


Analysis of APK displayed Chinese characters but no significant attribution from China. Thus leading us to believe that a Chinese SDK must have been repurposed to develop the Android Application.
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chinese characters in the source code of the website

[image: ]
Error generated on the website  inchinese characters 



Infrastructure and Attribution on which the Application and Associated domains were hosted


IP addresses - Hosted on AWS, with an Elastic Load Balancer

· 13.234.211.222
· 13.232.224.42
· 13.226.22.83

Sub-domains of the group

	· m.lotteryadda.com
· static.lotteryadda.com
· api.game.lotteryadda.com
· h5.lotteryadda.com
· dl.game.lotteryadda.com
· in.lotteryadda.com
· bapi.testing.lotteryadda.com
· bapi.staging.lotteryadda.com
· dl.lotteryadda.com
	· www.lotteryadda.com
· api.staging.lotteryadda.com
· game.static.lotteryadda.com
· lotteryadda.com
· job.staging.lotteryadda.com
· Admin.staging.lotteryadda.com   
· dl2.lotteryadda.com
· Static.staging.lotteryadda.com



Subdomains associated with the group infrastructure

In the past, we have observed threat actors using the subdomain pattern with string h5[.]domain to host their content earlier in the report created by CloudSEK about banned loan applications titled “Investigation NPCI Onion Pay”. Hence we believe the threat actors could be of the same group or using the same SDK.

H5 sub-domains in this campaign - 
· h5.lotteryadda.com
· h5.keralaticketone.com
· h5.kerala-ticket.com
· h5.keralaticketonline.com


Other domains owned by the group - these act as the payment gateway url wherein the threat actors ask the users to pay via UPI. 

· https://paymentupi.upibank.in
· https://dashboard.upibank.in
· https://pay.indiacashpayment.in
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Payment gateway in the application

UPI ADDRESS - 

	UPI ID
	Company Name
	Director Name

	gamecampipp@yesbank
	Gamecamp Technologies Private Limited
	- Kumbri Shailaja
- GovindasamySathy

	skenterprisesonline@yesbank
	SK Enterprises
	n/a - due to generic name

	aeroglide@yesbank
	Aero Glide India Private Limited
	- Bhuvan Singh Gulati
- Sandeep Kaur GulatiI

	nineciytechnologiesipp@yesbank
	Nine City Technologies Private Limited
	- DilipDass
- Martina Maria

	byronipp@yesbank
	Byrontec Solutions Private Limited
	- GovindasamySathy
- Sanjeev Govindasamy

	airpay.techslidet266763@timecosmos
	Tech Slide Technology Private Limited
	- Shuvendu Biswas
- Arajit Ghosh
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· #Traffic Light Protocol - Wikipedia
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Can't trust, this app is verified but we didn't play lottery games here. They tell us to download other app to play but that app is on
private site so not verified by Playstore, can't trust on it, 'm 100% sure we loses bet price.
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India Kerala Lottery Privacy Policy

India Kerala Lottery is totally committed to protecting the privacy of our site visitors and customers. India Kerala Lottery team members are customers thems:
respect the importance of privacy on the Internet. We will not disclose information about our customers to third parties except where it is part of providing a
to you, carrying out credit and other security checks and for the purposes of customer research and profiling or where we have your express permission to dc

Your Consent

We will not sell your name, address, e-mail address, credit card information or personal information to any third party without your permission, but we canno
party sites from which you may have linked or been directed to the India Kerala Lottery.

Communication & Marketing

If you have made a purchase from our store we may occasionally update you on our latest products, news and special offers via e-mail, post & telephone. Yo
communications from us and selected third parties when you become a member of India Kerala Lottery.

All India Kerala Lottery members have the option to opt-out of receiving marketing communications from us and/or selected third parties. If you do not wish
selected third parties you should opt-out.

Cookies

A cookie is a small information file that is sent to your computer, mobile or other device when you visit a website and it will recognise your device on future v
such as remembering your preferences and chosen items, assisting you to improve your site experience as well as trying to ensure that the adverts or offers y
can be divided into 4 types each of which is outlined below.

Category 1: Strictly Necessary Cookies

These cookies are essential in order to enable the site to provide services you have asked for such as remembering your shopping bag items.

Category 2: Performance Cookies

This type collect anonymous information on how people use the site and the data is merged with other users to enable us to improve how the site operates.

us understand how customers arrive at our site, browse or use our site and highlight areas where we can improve areas such as navigation, shopping experier
cookies never shows personal details from which your individual identity can be established.
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Kerala Lottery Online Privacy Policy

Kerala Lottery Online is totally committed to protecting the privacy of our site visitors and customers. Kerala Lottery Online team members are customers themselve:
respect the importance of privacy on the Internet. We will not disclose information about our customers to third parties except where it is part of providing a service
to you, carrying out credit and other security checks and for the purposes of customer research and profiling or where we have your express permission to do so.

Your Consent

We will not sell your name, address, e-mail address, credit card information or personal information to any third party without your permission, but we cannot be re:
party sites from which you may have linked or been directed to the Kerala Lottery Online.

Communication & Marketing

If you have made a purchase from our store we may occasionally update you on our latest products, news and special offers via e-mail, post & telephone. You will al
communications from us and selected third parties when you become a member of Kerala Lottery Online.

All Kerala Lottery Online members have the option to opt-out of receiving marketing communications from us and/or selected third parties. If you do not wish to co
selected third parties you should opt-out.

Cookies

A cookie is a small information file that is sent to your computer, mobile or other device when you visit a website and it will recognise your device on future visits. Th
such as remembering your preferences and chosen items, assisting you to improve your site experience as well as trying to ensure that the adverts or offers you see
can be divided into 4 types each of which is outlined below.

Category 1: Strictly Necessary Cookies

These cookies are essential in order to enable the site to provide services you have asked for such as remembering your shopping bag items.

Category 2: Performance Cookies

This type collect anonymous information on how people use the site and the data is merged with other users to enable us to improve how the site operates. For exa

us understand how customers arrive at our site, browse or use our site and highlight areas where we can improve areas such as navigation, shopping experience anc
cookies never shows personal details from which your individual identity can be established.




image7.png
G Ramesh Meda

* September 26, 2022

Completely fraud this app. | loose 800 rupees draw also changed the date multiple times. We are facing withdrawal issue. They are
collecting the money and playing the games are cheated to the customers. One more important this app latest update version asking
for our contact access. Don't give contact access. They are taking personal data in our mobiles.
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